SHERIFF

Redefining
Threat Intelligence
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THREAT INTEL FOR ALL

Whether supporting
executives or security
specialists, Sheriff has you
covered. The “Classic” version
provides busy execs with a
daily, organized summary of
critical cybercrimes.

For those needing raw intel,
the “Engineer” version
delivers detailed threat data -
including IPs and file hashes -
via Telegram or Slack.
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Leaks don't wait. o

Neither do we. EE

Users can browse the e

latest incidents o e

(breaches, ransomware) e e
almost in real time after e
they happen. o o

Full disclosure. Every time.

Users can view detailed information for each incident,
Including uncensored and unwatermarked screenshots,
links, associated threat actor(s), malware, affected industries,
and any samples shared by the threat actor (when available).
This is especially useful for analysts and journalists who
prefer not to lurk on dark web forums and expose
themselves to unnecessary risk.
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Be the first to know

We monitor leaked
B credentials and offer a
quick, simple way for
users to remediate
them and track new
leaks as they appear.




Block them at
the source

We provide visibility into
adversary infrastructure,
Including IP addresses,
tool hashes, websites, and
servers. This helps users
understand where the
adversary operates and
how they may approach
their enterprise.
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You're on their list. They're on ours.

We maintain dossiers on threat actors — whether organised
cybercrime groups or ransomware gangs — detailing how
they operate, where they're active online, and how to
proactively defend against them. Occasionally, we may also
publish interviews with them.

@ Leaked Credentials

& iocs
| statstics
eee @ < (] U
& a
Y —
= 4 ThreatIntelligence Pulses
I B Viewing last 50 Pulses
A Latest Alerts
?n News & Articles Pulses
;ﬂ Ransomware

.vamm
==
o
ibmmumun
@ s
isum

= Threat Actors
I Intelligence Reports

@b+ D

- &) Account ~

Know their next
step

We provide intelligence
pulses on emerging
malware, newly
Identified adversaries,
group rebrandings or
alliances, new
vulnerabilities, malware
outbreaks, active
campaigns, and more.



Upgrade your stack

For advanced users, we
offer seamless
iIntegration of Indicators
of Compromise (I0OCs)
such as IPs, hashes,
domains, etc., so that
Sheriff can enrich your
existing setup or
Integrate into other
enterprise intelligence
platformes.
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Your map to the underground

We offer visibility into dark and deep web cybercriminal
markets, ransomware gangs’ dedicated leak sites, and other
cybercriminal exchange channels — whether they are
standalone websites or hosted on chat platformes.
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New BrowserVenom malware being distributed via fake
DeepSeek phishing website

A new malicious campaign is distributing previously unknown
malware through a fake DeepSeek-R1 LLM environment
installer. The phishing site, promoted via Google Ads, mimics
the official DeepSeek homepage. The attack installs
BrowserVenom, an implant that forces all browsing traffic
through a proxy controlled by threat actors, enabling network
traffic manipulation and data collection. The infection process
involves a fake CAPTCHA, exclusion of the user's folder from
Windows Defender, and installation of a malicious certificate.
BrowserVenom modifies browser settings across various
platforms to route traffic through the attacker's proxy.
Infections have been detected globally, with victims in Brazil,
Cuba, Mexico, India, Nepal, South Africa, and Egypt.
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Ransomware: EVASA

EVASA announced by Frag Ransomware. The group claims to
have stolen financial records and employee documents,
including passport and DNI scans.
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Intel anywhere, anytime

Sheriff can be easily integrated
Into Telegram, Slack, and other
platforms, processes or pipelines
to deliver real-time reports —
whether you're an executive
wanting a summary or an
engineer (or a system) focused on
technical indicators. Users can
customise their preferences to
receive only the topics they care
about, such as ransomware
updates only.
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We gather intelligence m,..,,
on newly developed or R
published exploits and o
tools that could be used P
to abuse vulnerabilities - oo
in enterprise T
environments. oo
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VE-2025-2620 exploit
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Ransomware. As It Happens.

A live feed of global ransomware incidents is always
available for query.
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See the whole
picture

Get instant insight into
ongoing activity
through the dashboard.
Everything in your
browser - just intel, no
noise.



Your Morning Brief

For those who prefer an
executive summary, we
offer curated threat-
related news in a more
accessible, relaxed
format.

Eyes on every chain

We provide visibility into major crypto transactions that
may impact the market - whether from whales,
exchanges moving funds, or projects shifting liquidity.
We also track cybercrime within the Web3/Crypto
space, including hacks, rug pulls, and exit scams.
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Crypto exchange BitoPro belatedly discloses 4 CorkProtocel exploited for $12 million
v $11.5 million hack v Read more at Web3lsGoingGreat
Read more at Web3lsGo

(@ Source: Web3lsGoingGreat.com

(¥ Source: Web3IsGoingGreat.com

Details

Cork Protocol expleited for $12 million & Cork Protocol expleited for $12 million
=ad more at Web3lsGoingGreat v Read more at Web3lsGoingGreat

e: Web3IsGoingGreat.com

Revela Move decompiler by Verichains. Halting Cross-chain: Axelar Network

v Decompiler for the Move smart contract v Vulnerability Disclosure by Marco Nunes.
language used on Aptos and Sui chains.Enjoy o more at BlockThreat
reading BlockThreat? Consider sponsoring
the next edition or becoming a pai

(@ Source: BlockThreat.io
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